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Disclaimer

NEANIAS is a Research and Innovation Action funded by European Union under Horizon 2020
research and innovation programme, via grant agreement No. 863448.

NEANIAS is project that comprehensively addresses the ‘Prototyping New Innovative Services’
challenge set out in the ‘Roadmap for EOSC’ foreseen actions. It drives the co-design, delivery,
and integration into EOSC of innovative thematic services, derived from state-of-the-art
research assets and practices in three major sectors: underwater research, atmospheric
research and space research. In each sector it engages a diverse set of research and business
groups, practices, and technologies and will not only address its community-specific needs but
will also enable the transition of the respective community to the EOSC concept and Open
Science principles. NEANIAS provides its communities with plentiful resource access,
collaboration instruments, and interdisciplinary research mechanisms, which will amplify and
broaden each community’s research and knowledge generation activities. NEANIAS delivers a
rich set of services, designed to be flexible and extensible, able to accommodate the needs of
communities beyond their original definition and to adapt to neighboring cases, fostering
reproducibility and re-usability. NEANIAS identifies promising, cutting-edge business cases
across several user communities and lays out several concrete exploitation opportunities.

This document has been produced receiving funding from the
European Commission. The content of this document is a
product of the NEANIAS project Consortium and it does not
necessarily reflect the opinion of the European Commission.
The editor, author, contributors and reviewers of this
document have taken any available measure in order for its
content to be accurate and lawful. However, neither the
project consortium as a whole nor the individual partners
that implicitly or explicitly participated in the creation and publication of this document may
be held responsible for any damage, financial or other loss or any other issue that may arise
as a result of using the content of this document or any of the project outputs that this
document may refer to.

The European Union (EU) was established in accordance with the Treaty on the European
Union (Maastricht). There are currently 28 member states of the European Union. It is based
on the European Communities and the member states’ cooperation in the fields of Common
Foreign and Security Policy and Justice and Home Affairs. The five main institutions of the
European Union are the European Parliament, the Council of Ministers, the European
Commission, the Court of Justice, and the Court of Auditors (http://europa.eu.int/).

WP7-Delivery
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Abstract

NEANIAS aims at contributing to the materialization of the European Open Science Cloud
(EOSC) by delivering innovative thematic services in the Underwater, Atmospheric and Space
research sectors.

This deliverable, D7.2 “Software Delivery Infrastructure and Tools”, provides the delivery of
the tools described in a wider context in deliverable D7.1 “Delivery activities Methodology
and Plan”. These tools pursue the support of the NEANIAS services through their whole
lifecycle: software development, documentation, testing, deployment, operation, monitoring
and alerting.

This document provides an overview of these tools, complemented with screenshots where
deemed appropriate.
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1. Shortdeliverable report

1.1. Context

WP7 supports the NEANIAS Service delivery and operation by interacting with i) WP8 for the
EOSC integration, ii) the thematic work packages WP2, WP3 and WP4 as adapted to the
business cases through WP5, and iii) the core services established by WP6.

One of the objectives of WP7 is to provide the instruments and processes for the efficient
delivery of quality software. This objective is tackled by the current Deliverable D7.2,
“Software delivery infrastructure and tools”, which stems from the work performed in task
T7.2. D7.2 reports on the actual delivery of the tools to support software implementation and
documentation, to operate and monitor the NEANIAS services and to supply feedback and
resolve issues. These tools are described within a wider perspective in Deliverable D7.1,
“Delivery Activities Methodology and Plan”.

1.2. Work and outcomes summary

This deliverable, D7.2, focuses on the actual deployment and configuration of the tools
described in deliverable D7.1. These are materialized by:

e https://gitlab.neanias.eu — supports:
o Software implementation facilities
o Continuous Integration and Deployment
o Container image registry
e https://monitoring.neanias.eu — supports:
o Operational service monitoring
o Operational service alerting
e https://docs.neanias.eu — supports:
o Software documentation
e https://ticketing.neanias.eu — supports:
o Feedback and issue tracking
e https://cloud.garr.it — supports:
o Virtual Machine image repository
o NEANIAS services infrastructural resources

1.3. Further information

The tools described in this document will be enhanced and adapted to the NEANIAS service
needs as their development evolves. The following sections provide an overview of these,
complemented by screenshots where deemed appropriate.

WP7-Delivery
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2. Software Implementation

To support software implementation a Gitlab [1] instance, reachable at the
https://gitlab.neanias.eu address has been created in the GARR Cloud Platform [6], and
authentication through the NEANIAS single sign-on (SSO) credentials has been configured.
Gitlab is an open source web-based platform which allows software developers to:

e manage Git source code repositories
e set up Continuous Integration and Delivery (CI/CD) pipelines
e publish Docker images through an embedded Docker registry

Virtual machine image publishing is also supported, through the image service of the GARR
Cloud, based on OpenStack Glance.

2.1. Gitrepositories

Gitlab supports developers by providing Git source code repositories, included in projects
which are organized in groups.

& Projects - Dashboard - Gi' X | +

&« c & © & nhtps://gitlzb.neanias.eu o & neoe@ &« =
NEANIAS Gitlab

Filter by name. Last updated
Your projects 4  Starred projects 0 Explore projects
All  Personal
o AAlService/code &  Owner ® %0
NEANIAS AAl Service Code Repository Updated 1 day ago
R readthedocs-neanias / readthedocs-neanias-root W Owner * 0
Entry point for the NEANIAS project documentation Updated 1 week ago
D AAl Service / docs @  Owner * 0
AAl Service Documentation Updated 1 week ago

Figure 1 - Gitlab projects, containing source code repositories, organized in groups

Figure 1 shows a screenshot from the Gitlab instance at https://gitlab.neanias.eu, with a
searchable list of projects.

2.2. Continuous Integration and Delivery (CI/CD)

Gitlab has built-in support for Continuous Integration and Delivery (Cl/CD) workflows [2]. This
allows NEANIAS service developers to define automatic building, testing and deployment
pipelines for both the service source code and documentation. Scripts specified by developers
are executed by Gitlab runners. For NEANIAS, Gitlab runners are bound to a dedicated virtual
machine.
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% Admin Area - GitLab x |+

&« c o © | & nhitps://gitlab.neanias.eu/zdmin/run 90% | | e * n o ® & « =

MEANIAS Gitlab

&) GitLab e

# Admin Area * Runners

A’Runner'is a process which runs a job. You can set up as many Setupa shared Runner r|«|ar'||_‘|a||yI
Runners as you need

& Runners can be placed on separate users, servers, even on your local 1. Install GitLab Runner
machine. 2. Specify the following URL during the Runner setup:
« https://gitlab.neanias.eus fE
Each Runner can be in one of the following states and/or belong to 3. Use the following registration token during setup:
& one of the following types: 2 pYaleswyGOxsyVkp-- (@
. @ Runner runs jobs from all unassigned projects
= . - Runner runs jobs from all unassigned projects in its Reset runners registration token
os
group ‘
1) 4 - Runner runs jobs from assigned projects gasartine Runner
- Runner cannot be assigned to other projects
a . - Runner will not receive any new jobs
@ Ri it line: 1
Recent searches Search or filter results... Created date unners currently online:
@
Type/State Runner token Description Version IP Address ProjectsJobs  Tags Last contact
o
- EIE) (SR8 CxRfuzm NEANIAS runner 12.10.1 90.147.188.. n/a 8 D EEE) 21 minutesago & M u
@
@
o)

Figure 2 - Gitlab Runner setup, to execute Continuous Integration and Delivery scripts

Figure 2 shows the runner configuration from the Gitlab administrator point of view. New
runners, potentially running at different locations, can be registered to gitlab.neanias.eu by
using a registration token.

2.3. Docker registry

Giltab provides an integrated Docker image registry. This allows developers and operators to
use the Docker push and pull commands to publish and download versioned and tagged
images.
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% Container Registry - AAI - X | +

&« c @ © | & https://gitlab.neanias.eu/aai-service

MEANIAS Gitlab

4 GitLab Pr ¥  Groups ¥  More ~

c AAl Service * code * Container Registry

Container Registry

r
With the Docker Container Registry integrated into GitLab, every project can have its own space to store its Docker images. More Information
B
A aai-service/code [

o
1 Tag Image ID Size Last Updated
g latest [ 473fadeds 321.78 MiB 1 day ago
@

master [ 473fadeds 321.78 MiB 1day age
(]
lsh
0
%
&

Figure 3 - Docker container image registry administration, backed by Gitlab

Figure 3 shows the Docker image administration page, associated to a Gitlab project.

2.4. Virtual Machine repository

The delivery of NEANIAS Services through virtual machine images can leverage the OpenStack
Glance service of the GARR Cloud Platform. Glance allows the upload and discovery of virtual
machine images, as well as the definition of attached metadata. Moreover, images stored in

Glance are ready to be instantiated in OpenStack.

WP7-Delivery
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= Images - OpenStack Das! X | +
(—'9 c o @© | @ https://dashboard.cloud.garr.it/proje 67% [ & Ihnetdoe @ &« =

Project | Compuke

AP Access
corpe - lMAges
Overview
instances L% Pl @ Delete Images
Images
Dizplaying 20 items
Key Pairs

a Owner Name = Type Status Visibility Protected Disk Format Size
Server Groups
o > CentOs 6 - GARR Image Active Public Mo QUOW?2 77019 MB Launch | =
Volumes -
o > CentDS7 - CARR Image Active Public No QCOoWwW?2 B9B TS MB Launch | =
Network -

Object Store - o > CentDS 8 - CARR Image Ackive Public Mo QCow2 683.00 MB Launch | =
Admin - a > Debian 10- GARR Image Active Public Mo QCow2 51255 MB Launch | =
ErEy “lla» Debian 8- GARR Image  Active  Public Mo Qcowe E55.39ME | vouncn | -

a > Debian 9 - GARR Image Active Public Mo QCowW?z 57352 MB Leunch | =
a > Fedora 28 - GARR Image Active Public No QCow?2 250.00 MB Launch | =
a > Fedora 29 - GARR Image Active Public Mo QCOW?2 29325 MB Launch | =
o > Fedora 30 - GARR Image Active Public No QCowW2 316,88 MB Launch | =
a > Fedora 31 - GARR Image Active Public Mo QCOW2 33889 MB Launch | =

Figure 4 - Virtual machine image repository, backed by OpenStack Glance

Figure 4 shows a screenshot from the dashboard of the GARR Cloud Platform from which
Virtual Machine images stored in OpenStack Glance can be managed.
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3. Software Documentation

3.1. Public Documentation

To facilitate ease of discovery and consistent approach in the provided documentation, a
single entry point for all documentation is provided. A root level project at the popular and
widely used Read the Docs online document sharing environment (https://readthedocs.org/)
has been created.

The online documentation made available is under the readthedocs.org domain but there a
custom domain under neanias.eu has also been defined and is available through
docs.neanias.eu. This way, users reading the documentation easily identify the scope of
documentation.

r ielcome 2 NEANIAS documer * _

c @ docs.neanias.eu/en/latest/ ¥r

# neanias .
Docs » Welcome to NEANIAS documentation! View page source

Welcome to NEANIAS documentation!

Welcome to NEANIAS documentation!

Services Services

Indices and tables

AAIl Service

Indices and tables

« Search Page

© Copyright 2020 Revision fc2c8d33.

Built with Sphinx using a theme provided by Read the Docs.

& Read the Docs

Figure 5 - Documentation Entry Point

Figure 5 - Documentation Entry Point presents the root entry point for all NEANIAS public
documentation. Through this entry point, both project wide issues can be documented, as
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well as provide the entry point to individual service documentation. An example of this
structure is presented through the Authorization and Authentication Infrastructure (AAl)
Service documentation.

Welcome to NEANIAS AAl's doc. X

&« c @ docs.neanias.eu/projects/aai-service/en/latest/ 9

NEANIAS Welcome to NEANIAS AAT’s
AAI documentation!

NaVigation Contents:

Contents:

+ Neanias AAI

Neanias AAL o Fit in NEANTAS Ecosystem

Quick search

Go o Identity Providers
o Client Application

)11

Indices e{nd tables

* Search Page
a8

latest

PDF HTML Epub

©2020, NEANIAS AAT Team. | Powered

Project Home Builds Downloads

Figure 6 - Sub-project Documentation

Figure 6 - Sub-project Documentation presents initial documentation available for the AAl
Service, directly linked under the root NEANIAS project. The ability to browse through
different versions of the documentation is also presented, as well as the ability to download
an offline archive of the documentation.

3.2. Controlled source

The repositories where the documentation source is maintained can be any of the platform’s
supported source control systems. Within the NEANIAS centrally offered source control
management system, dedicated repositories are made available for each service, where the
respective service provider documents their services. Additional documentation may exist in
other platforms and external repositories. Still some information and at least linking content
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will be available under the NEANIAS root structure and further information links can be
provided to the externally hosted content.

As NEANIAS services evolve, so will the available documentation. Making use of the enabling
functionality that source control systems offer, it is possible for a user to browse through
different versions of the documentation and all service releases can be easily linked to the
respective documentation version.

Semantic Versioning is used for the documentation and tags on the documentation source
repository mark the respective version of the documentation.
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&} AAlService / docs - GitLab x

&« C @& gitlab.neanias.eu/aai-service/docs h*d

NEANIAS Gitlab

You won't be able to pull or push project code via HTTPS until you ©on your accou

AAl Service > docs » Details

D docs &
Project I1D: 2
o
a-~ ¥ Star 0 YFork 0
I
<01 Commit F 1Branch ¢ 0 Tags 164 KB Files
g

AAI Service Documentation
o Read more

I
master docs /' + ~ History Q, Find file Web IDE & -

.':‘.‘.‘;; Add AAl Service documentation 7alfd2cc [

¥ loannis Kalyvas authored 1 week ago

%
B README £} Auto DevOps enabled @ Add LICENSE B Add CHANGELOG @ Add CONTRIBUTING
o :
Add Kubernetes cluster
Name Last commit Last update
@ Makefile Add AAI Service documentation 1 week ago
3 README.md Add AAI Service documentation 1 week ago
[ confpy Add AAl Service documentation 1 week ago
[® index.rst Add AAl Service documentation 1 week ago
[® make bat Add AAl Service documentation 1 week ago
[3 README.md
Neanias AAI
Fit in NEANIAS Ecosystem
Protocol
0IDC
We currently support Open ID Connect as the main protocol for granting access to protected resources.
SAML
»>

SAML is not currently activated but can be added as an option if needed.

Figure 7 - Documentation source
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Figure 7 - Documentation source shows the respective documentation source that through
proper automation triggers feed the online documentation made available under the
NEANIAS project for the AAI Service, as presented in Figure 6 - Sub-project Documentation.
The source markup is hosted under the NEANIAS GitLab source control management system
repositories.
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4. Supplying Feedback and Resolving Issues

4.1. HelpDesk

To assist and support the end users of the NEANIAS offered Services, a Help Desk has been set
up to act as the entry point for service consumers to report issues, incidents and requests in
a structured fashion. The Help Desk main purpose is to collect:

e Incident Reports - Unplanned disruption of operation in a service or service
component, or degradation of service quality versus the expected or agreed service
level or operational level according to service level agreements (SLAs), operational
level agreements (OLAs) and underpinning agreements (UAs)

e Service Requests - User request for information, advice, access to a service or a pre-
approved change

For this purpose, a new space within the NEANIAS ticketing system has been created to serve
as the single point of reference for Help Desk related activities. It is available under:
https://ticketing.neanias.eu/projects/neanias-helpdesk
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™% Overview - NEANIAS HelpDesk - X

<« [&] @ ticketing.neanias.eu/projects/neanias-helpdesk w

— Enter Search Text NEANIAS HelpDesk v

NEANIAS HelpDesk

+ OVERVIEW ACTIVITY ISSUES SETTINGS

Overview © Mew subproject  Close

Issue tracking

open closed Total

Support 0 (0] 0

View all issues | Summary

Powered by Redmine @ 2006-2019 Jean-Philippe Lang

Figure 8 - HelpDesk Overview

Figure 8 - HelpDesk Overview presents an administrative overview all the HelpDesk

environment. Users are authenticated through the NEANIAS SSO to submit their support
requests.
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£™ Settings - NEANIAS HelpDesk - © X

<« (&) @ ticketing.neanias.eu/projects/neanias-helpdesk/settings/categories i

Enter Search Text NEANIAS HelpDesk v

NEANIAS HelpDesk

+ OVERVIEW ACTIVITY ISSUES SETTINGS

Settings

Project || Members || Issue tracking || Versions | Issue categories

© New category
AA| # Edit [ Delete
Infrastructure

# Edit T Delete

Service Catalog # Edit il Delete

Powered by Redmine © 2006-201% Jean-Philippe Lang

Figure 9 - HelpDesk Issue Categories

Figure 9 - HelpDesk Issue Categories presents the ability to categorize the issues based on
coarse grained configured categories to allow quick identification of the affected services.

Further refinements on the issues categories will be applied based on provided NEANAIS
services.
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’ 7% Newissue - NEANIAS FelpDest - X _

&< c 8 ticketing.neanias.eu/projects/neanias-helpdesk/issues/new ¥

— Enter Search Text NEANIAS HelpDesk v

NEANIAS HelpDesk

+ OVERVIEW ACTIVITY ISSUES SETTINGS

New issue
Tracker * [ Private
Subject * | |
Description — —
Edit | Preview | B J U & C| HI I H := = ¥ & pe & | & @
P
Status * Parent task |, |

Priority * Start date
Assignee| v Due date
Category| | @ Estimated time|  |Hours

% Done

Url | |
Files No file chosen {Maximum size: 5 MB)

Watchers  saarch forwatchers to add

Create | Create and continue

Powered by Redmine @ 2006-201%9 Jean-Philippe Lang

Figure 10 - HelpDesk New Support Request

Figure 10 - HelpDesk New Support Request displays the ability to add a new support request
along with all relevant information that the user may choose to provide.

4.2. Inter-Service

For the needed Inter Service communication, organization of activities and interoperation
related activities, NEANIAS offers a single ticketing system through which technical partners
can coordinate their activities. The scope of this ticket system is to cover:

e Interoperation protocols
e APl harmonization
e Release processes
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e Deployment and runtime issues
e Issue and Service request tracking within the project

The target users of this ticketing system are the NEANIAS consortium members and the

tracked issues involve the interoperation and management of the services within the context
of NEANIAS.

For this purpose, the ticketing system is available at:
https://ticketing.neanias.eu/projects/neanias-software
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&™ Overview - NEANIAS Software - X

« > c

@ ticketing.neanias.eu/projects/neanias-software

Enter Search Text

NEANIAS Software

+ OVERVIEW ACTIVITY ISSUES SPENT TIME
Overview
Issue tracking
open closed Total

Bug 0 0 0
Feature 0 0 0
Support 0 0 0
Activity 0 0 0

View all issues | Summary | Calendar | Gantt

Spent time

0:00 hour

Log time | Details | Report

GANTT

Members

%

NEANIAS Software "

CALENDAR SETTINGS

© New subproject Close

Figure 11 - Inter-Service Issue Tracking

Figure 11 - Inter-Service Issue Tracking displays an administrative overview of the available

issue tracking ticketing system.

WP7-Delivery
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5. Monitoring and Alerting

The monitoring of the NEANIAS operational services can rely on the Nagios [3] and Grafana
[4] facilities, hosted on the GARR Cloud Platform and reachable at monitoring.neanias.eu.
Grafana can provide alerting and supports both Nagios and Prometheus [5] as data sources.

N Nagios Core X

&« C ® © | @ https://monitoring.neanias.eu/nagios3/ - U W neoe® &« =

Nagios’ Nagios &
General core“

Home
Documentation
Current Status Nagios® Core™
Tactical Overview Version 3.5.1
Map August 30, 2013
Lot Check for updates
Services ; P
Hast Groups Get Started
Summary
Grid e Start monitoring your infrastructure
Service Groups e Change the look and feel of Nagios
Summary e Extend Nagios with hundreds of
Grid addons
Problems ® Get support
Services (Unhandled) e Get training
Hosts (Unhandled)  Get certified
Network Outages
Quick. Seardh: Quick Links
* Nagios Library (tutorials and docs)
* Nagios Labs (development blog)
* Nagios Exchange (plugins and
Reports addons)
Availability * Nagios Support (tech support)
Trends * Nagios.com (company)
Alerts * Nagios.org (project)
History
Summary
Histogram
Notifications Copyright © 2010-2020 Nagios Core D Team and C r ity Contrib : Copyright © 1999-2009 Ethan Galstad. See the THANKS file for more
Event Log information on contributors.
System Nagios Core is licensed under the GNU General Public License and is provided AS IS MFh NO W_ARRANTY OF ANY P_(IND. INCLUDING THE WAR_RANTY
OF DESIGN, MERCHANTABILITY, AND FITNESS FOR A PARTICULAR PURPOSE. Nagios, Nagios Core and the Nagios logo are trademarks, servicemarks,
Comments i or regi SErVi owned by Nagios Enterprises, LLC. Use of the Nagios marks is governed by the trademark use restrictions.
Downtime

ORI TORED EY

Process Info
Performance Info
Scheduling Queue
Configuration

SOURCEFORGE.NET

Figure 12 - Nagios server for NEANIAS service monitoring

Figure 12 shows a screenshot from the Nagios monitoring system. Hosts and services to be
monitored will be added to the Nagios configuration. Nagios can alert and collect metrics
aimed at Grafana-based visualization.
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Figure 13 - Grafana, supporting alerting and metrics visualization

Figure 13 shows a screenshot from the Grafana visualization and alerting suite. New
dashboards will be defined, which will include metric visualization graphs.
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6. Service Delivery Infrastructure

The GARR Cloud Platform [6], based on OpenStack, has been pinpointed as the main
infrastructure to provide computational and storage resources for the NEANIAS services
delivery operations.
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Figure 14 - GARR Cloud Platform OpenStack dashboard

Figure 14 reports a screenshot from the dashboard of the GARR Cloud Platform displaying an
overview of the available resources for the selected OpenStack project.
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Figure 15 - GARR Cloud Platform dashboard instances panel
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Figure 15 shows a screenshot from the dashboard of the GARR Cloud Platform. Instances (i.e.
virtual machines) can be managed from the web interface.
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7. Conclusions

This deliverable has provided the actual deployment and configuration of the tools, which are
described in a wider perspective in deliverable D7.1, needed to deliver the NEANIAS services.
These tools aim at supporting the service lifecycle covering several stages: software
development, documentation, testing, deployment, operation, monitoring and alerting.
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List of acronyms

Acronym Description \

Cl/cD Continuous Integration and Delivery
SSO Single sign-on
AAIl Authentication and Authorization Infrastructure
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